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1. (C) SUMMARY. ON JUNE 14, ASSISTANT SECRETARY OF DEFENSE. 
CONFIDENTIAL 

PAGE 02 	STOCKH 01206 01 OF 02 271454Z 
DR. J.D. CROUCH II MET WITH SENIOR SWEDISH DEFENSE AND 
FOREIGN MINISTRY OFFICIALS. DISCUSSIONS CENTERED ON THE 
FUTURE OF THE NATO EURO-ATLANTIC PARTNERSHIP COUNCIL (EAPC), 
EUROPEAN SECURITY AND DEFENSE POLICY (ESDP), 

NATO ENLARGEMENT, 
TERRORISM, PRE-EMPTION OF TERRORIST ATTACKS, 

AND SWEDISH DEFENSE REFORM AND 
TRANSFORMATION. END SUMMARY. • 
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PARTICIPANTS 

11. (U) SWEDEN: 
'YVONNE GUSTAFSSON: MOD STATE SECRETARY 
GENERAL JOHAN HEDERSTEDT, CHOD . 
SVEN-OLOF PETERSSON, MFA DIRECTOR-GENERAL FOR POL AFFAIRS 
JOHAN RAEDER, MOD DIRECTOR, DEPT OF INT'L SEC AFFAIRS 
JAN-OLOF LINDH, MOD DIRECTOR, DEPT FOR MILITARY AFFAIRS 
ANNIKA SODER, MFA DIRECTOR, EUROPEAN SECURITY POLICY 
NICLAS TROUVE, MFA DEP DIRECTOR, EUROPEAN SECURITY POLICY 
OLOF HULDTGREN, MFA DEP DIRECTOR, AMERICAS DEPT 
KRISTER ANDRE, POLITICAL ADVISOR TO THE CHOD 
HANS CHRISTIAN HAGMAN, MOD SENIOR ADVISOR, STRAT PLANNING 
DITTE CHRISTENSEN, MOD US DESK OFFICER 

12. (U) U.S. 
DR. J.D. CROUCH II, ASD (ISA-EUROPE/NATO) 
COL GREG AKERS, MILITARY ASSISTANT 
JENNIFER WALSH, DOD/OSD NORDIC DESK OFFICER 
YVETTE WONG, POLITICAL COUNSELOR, EMBASSY STOCKHOLM 
COL DAVID N. ANDERSON, DEFENSE AND AIR ATTACHE, EMBASSY 
STOCKHOLM 
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13. (U) THIS JOINT STATE-DOD MESSAGE HAS BEEN CLEARED BY 
• ASD/ISP DR. CROUCH. 

HEIMBOLD 
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'IMMEDIATE INFO' 	 

 

 

S E C R E T STATE 153053 

NODIS 

FOLLOWING STATE 153053 DATED 09 AUG SENT ACTION1 
B1 

	 IINFO USINT HAVANA USCENTCOM MACDILL BEING 
REPEATED FOR YOUR INFO: 
QUOTE 

S E C R E T STATE 153053 

NODIS 
DECAPTIONED 

MILITARY ADDRESSEES PLS HANDLE AS SPECAT EXCLUSIVE 

E.O. 12958: DECL: 08/05/12 
TAGS: PTER, PREL, KAWC, 

SECRET 

PAGE 02 	STATE 	153053 121307Z 
SUBJECT: AUGUST 5 TRANSFER OF DETAINEES TO GUANTANAMO 

REF: A) STATE 6135 	B) STATE 20095 

CLASSIFIED BY S/WCI - PIERRE PROSPER, FOR REASONS 1.5 (B) 
AND (D). 

1. (U) THIS IS AN ACTION MESSAGE. 

B1 
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B2 

3. (C) ADDRESSEE POSTS (NOT/NOT INCLUDING HAVANA) ARE 
REQUESTED TO INFORM HOST GOVERNMENTS AT THE EARLIEST 
OPPORTUNITY OF INFORMATION RELATED TO THE TRANSFER OF 
THEIR NATIONAL(S)I 	 TO U.S FACILITIES IN 
GUANTANAMO BAY. PERSONAL INFORMATION ON DETAINEES IN 
PARAGRAPH 6 MAY BE SHARED WITH HOST GOVERNMENT. WE WILL 
PROVIDE FURTHER IDENTIFYING DETAILS ON DETAINEES THAT 
COULD BE SHARED WITH HOST GOVERNMENTS AS IT BECOMES 
AVAILABLE. EMBASSY IS INSTRUCTED NOT SHARE ANY 

SECRET 

B1 

PAGE 03 	STATE 	153053 121307Z 
INFORMATION ON NATIONALS FROM THIRD COUNTRIES WITH HOST 
GOVERNMENT. THIS INFORMATION IS SECRET. POST, AND HOST 
GOVERNMENT SHOULD BE AWARE THAT MUCH OF THIS INFORMATION 
IS SELF-REPORTED BY THE DETAINEE. IT MAY BE INACCURATE 
AND EVEN INTENDED TO DECEIVE. PLEASE USE TALKING POINTS 
IN PARAGRAPH 4. 

4. (U) TALKING POINTS 

-- AT MID-AFTERNOON LOCAL TIME AUGUST 5, A U.S. MILITARY 
AIRCRAFT ARRIVED AT THE U.S. NAVAL BASE, GUANTANAMO BAY, 
CUBA CARRYING A NUMBER OF INDIVIDUALS DETAINED IN 
CONNECTION WITH MILITARY OPERATIONS IN AFGHANISTAN. 
THESE INCLUDED (A) NATIONAL(S) OF YOUR COUNTRY. THE USG 
DOES NOT INTEND TO MAKE NAMES OF THE INDIVIDUALS BEING 
DETAINED AT GUANTANAMO BAY PUBLIC AT THIS TIME. 

-- THESE INDIVIDUALS WERE CAPTURED IN AFGHANISTAN AS 
ENEMY COMBATANTS IN CONNECTION WITH THE ONGOING ARMED 
CONFLICT. THEY POSE A THREAT TO THE UNITED STATES AND 
INTERNATIONAL PEACE AND SECURITY. THEY ARE BEING 
DETAINED IN ACCORDANCE WITH THE LAWS AND CUSTOMS OF WAR 
WHICH PERMIT U.S. MILITARY AUTHORITIES TO HOLD ENEMY 
COMBATANTS AT LEAST FOR THE DURATION OF HOSTILITIES, AS 
IS THE CASE FOR OTHER DETAINEES HELD IN CONNECTION WITH 
OUR MILITARY OPERATIONS. FOR OPERATIONAL AND SECURITY 
REASONS, WE HAVE TRANSPORTED THEM TO THE U.S. NAVAL 
STATION AT GUANTANAMO BAY. 
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-- ALL DETAINEES HAVE BEEN AND WILL CONTINUE TO BE 
TREATED HUMANELY AND CONSISTENT WITH THE PRINCIPLES OF 

SECRET 

Page: 3 

Channel: n/a 

PAGE 04 	STATE 	153053 121307Z 
.THE THIRD GENEVA CONVENTION. REPRESENTATIVES FROM THE 
INTERNATIONAL COMMITTEE OF THE RED CROSS ARE PRESENT AT 
GUANTANAMO AND WILL BE GIVEN THE OPPORTUNITY TO VISIT 
WITH EACH DETAINEE PRIVATELY. 

-- THE UNITED STATES IS EVALUATING THE POSSIBILITY OF 
PROSECUTING THESE INDIVIDUALS IN A U.S. FORUM. 

-- WE ARE ALSO EVALUATING THE POSSIBILITY OF TRANSFERRING 
CERTAIN INDIVIDUALS TO THEIR COUNTRY OF NATIONALITY FOR 
FURTHER DETENTION OR LEGAL ACTION. BEFORE MAKING ANY 
DECISIONS, HOWEVER, WE SEEK ADDITIONAL INFORMATION. 

-- IF YOU HAVE INFORMATION CONCERNING THESE DETAINEES, 
AND ESPECIALLY INFORMATION CONCERNING ANY CRIMINAL 
CONDUCT (INCLUDING VIOLATIONS OF THE LAWS OF WAR) THAT 
THEY ARE ALLEGED TO HAVE COMMITTED, WE WOULD APPRECIATE 
RECEIVING THAT INFORMATION THROUGH THE LAW ENFORCEMENT 
LIAISON AT OUR EMBASSY. 

-- WE WOULD HOPE THAT YOU WOULD INVESTIGATE THE 
ACTIVITIES OF YOUR NATIONALS, WHO HAVE AIDED AL-QAIDA 
TERRORISTS OR COMMITTED OTHER CRIMES, AND TO THE GREATEST 
EXTENT POSSIBLE, BE ABLE TO PROSECUTE THEM VIGOROUSLY FOR 
THEIR CRIMINAL CONDUCT. 

-7 DO YOU HAVE ANY INFORMATION FROM YOUR OWN SOURCES THAT 
CONNECTS THESE PERSONS WITH AL-QAIDA OR THE TALIBAN? 

-- ARE THERE ANY CHARGES PENDING AGAINST THESE PERSONS IN 
YOUR COUNTRY? IF SO, WHAT ARE THOSE CHARGES? 

SECRET 

PAGE 05 	STATE 	153053 121307Z 

-- WOULD THESE PERSONS BE SUBJECT TO PROSECUTION IN YOUR 
COUNTRY, AND IF SO, FOR WHAT CRIMES? FOR CRIMES 
COMMITTED INSIDE YOUR COUNTRY? FOR CRIMES COMMITTED 
OUTSIDE, INCLUDING FOR ACTS RELATED TO THE AFGHAN 
CONFLICT OR TERRORIST ACTS? 

-- WHAT TYPES OF PUNISHMENTS ARE AVAILABLE UNDER YOUR LAW 
FOR OFFENSES THAT HAVE BEEN OR MIGHT BE BROUGHT AGAINST 
THESE PERSONS IN YOUR COUNTRY? 
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— . WOULD YOUR GOVERNMENT BE PREPARED TO DETAIN THESE 
INDIVIDUALS ON THE BASIS OF THEIR STATUS AS ENEMY 
COMBATANTS, AND TO HOLD THEM UNTIL THE ENDOF HOSTILITIES 
UNDER THE LAWS OF WAR OR OTHER LEGAL BASIS? 

5. (U) REF B PROVIDES DETAILED GUIDANCE REGARDING 
REQUESTS FOR ACCESS TO DETAINEES IN GUANTANAMO. 

Bl, B6, B7(C) 

7. (C) BACKGROUND FOR POSTS 

(C) THE MOST PRESSING MATTER AT HAND IS ENSURING THAT 
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COULD BE UNDERTAKEN BY ANY NUMBER OF PARTIES,\ 

	1 WE WILL WANT TO MAINTAIN OUR FLEXIBILITY OF 
ACTION IN ALL SCENARIOS. 
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THOSE WHO POSE OR MIGHT POSE A CONTINUING THREAT TO THE 
UNITED STATES REMAIN SECURELY DETAINED. CURRENTLY WE ARE 
HOLDING APPROXIMATELY1 	 AND 
AT GUANTANAMO BAY. AS PRESENTLY ENVISIONED, DETENTIONS 
AND PROSECUTIONS OF AL-QAIDA AND NOTABLE TALIBAN MEMBERS 

SECRET 

(C) WE WILL MAKE DETERMINATIONS AT A LATER DATE 
CONCERNING DETAINEES WHO MAY BE SUBJECT TO U.S. 
PROSECUTION. WE WILL ALSO EXAMINE THE POSSIBILITY OF 
OTHER STATES UNDERTAKING PROSECUTIONS. 

8. (U) PLEASE SLUG RESPONSES FOR S/WCI, L, 
DOD/OGC:DAVIDSON, DOD/OSD/SOLIC:HOLLIS, AND NSC 
LEGAL:BELLINGER. 

9. (U) MINIMIZE CONSIDERED. 
POWELL UNQUOTE POWELL 

SECRET 

« END OF DOCUMENT » 
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SUBJECT: AUGUST 5 TRANSFER OF DETAINEES TO GUANTANAMO 

REF: A) STATE 6135 	B) STATE 20095 
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CLASSIFIED BY S/WCI - PIERRE PROSPER, FOR REASONS 1.5 (B) 
AND (D). 

1. (U) THIS IS AN ACTION MESSAGE. 

SECRET 

PAGE 03 STATE 	153053 141710Z 

3. (C) ADDRESSEE POSTS (NOT/NOT INCLUDING HAVANA) ARE 
REQUESTED TO INFORM HOST GOVERNMENTS AT THE EARLIEST 
OPPORTUNITY OF INFORMATION RELATED TO THE TRANSFER OF 
THEIR NATIONAL(S)1 	 PO U.S FACILITIES IN 
GUANTANAMO BAY. PERSONAL INFORMATION ON DETAINEES IN 
PARAGRAPH 6 MAY BE SHARED WITH HOST GOVERNMENT. WE WILL 
PROVIDE FURTHER IDENTIFYING DETAILS ON DETAINEES THAT 
COULD BE SHARED WITH HOST GOVERNMENTS AS IT BECOMES 
AVAILABLE. EMBASSY IS INSTRUCTED NOT SHARE ANY 
INFORMATION ON NATIONALS FROM THIRD COUNTRIES WITH HOST 
GOVERNMENT. THIS INFORMATION IS SECRET. POST, AND HOST 
GOVERNMENT SHOULD BE AWARE THAT MUCH OF THIS INFORMATION 
IS SELF-REPORTED BY THE DETAINEE. IT MAY BE INACCURATE 
AND EVEN INTENDED TO DECEIVE. PLEASE USE TALKING POINTS 
IN PARAGRAPH 4. 

4. (U) TALKING POINTS 

-- AT MID-AFTERNOON LOCAL TIME AUGUST 5, A U.S. MILITARY 
AIRCRAFT ARRIVED AT THE U.S. NAVAL BASE, GUANTANAMO BAY, 
CUBA CARRYING A NUMBER OF INDIVIDUALS DETAINED IN . 
CONNECTION WITH MILITARY OPERATIONS IN AFGHANISTAN. 
THESE INCLUDED (A) NATIONAL(S) OF YOUR COUNTRY. THE USG 
DOES NOT INTEND TO MAKE NAMES OF THE INDIVIDUALS BEING 
DETAINED AT GUANTANAMO BAY PUBLIC AT THIS TIME. 

-- THESE INDIVIDUALS WERE CAPTURED IN AFGHANISTAN AS 
ENEMY COMBATANTS IN CONNECTION WITH THE ONGOING ARMED 

Current Class: SECRET 	 Page: 2 
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CONFLICT. THEY POSE A THREAT TO THE UNITED STATES AND 
INTERNATIONAL PEACE AND SECURITY. THEY ARE BEING 
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PAGE 04 	STATE 	153053 141710Z , 
DETAINED IN ACCORDANCE WITH THE LAWS AND CUSTOMS OF WAR 

i'WHICH PERMIT U.S. MILITARY AUTHORITIES TO HOLD ENEMY 
COMBATANTS AT LEAST FOR THE DURATION OF HOSTILITIES, AS 
IS THE CASE FOR OTHER DETAINEES HELD IN CONNECTION WITH 
OUR MILITARY OPERATIONS. FOR OPERATIONAL AND SECURITY 
REASONS, WE HAVE TRANSPORTED THEM TO THE U.S. NAVAL 
STATION AT GUANTANAMO BAY. 

-- ALL DETAINEES HAVE BEEN AND WILL CONTINUE TO BE 
TREATED HUMANELY AND CONSISTENT WITH THE PRINCIPLES OF 
THE THIRD GENEVA CONVENTION. REPRESENTATIVES FROM THE 
INTERNATIONAL COMMITTEE OF THE RED CROSS ARE PRESENT AT 
GUANTANAMO AND WILL BE GIVEN THE OPPORTUNITY TO VISIT 
WITH EACH DETAINEE PRIVATELY. 

-- THE UNITED STATES IS EVALUATING THE POSSIBILITY OF 
PROSECUTING THESE INDIVIDUALS IN A U.S. FORUM. 

-- WE ARE ALSO EVALUATING THE POSSIBILITY OF TRANSFERRING 
CERTAIN INDIVIDUALS TO THEIR COUNTRY OF NATIONALITY FOR 
FURTHER DETENTION OR LEGAL ACTION. BEFORE MAKING ANY 
DECISIONS, HOWEVER, WE SEEK ADDITIONAL INFORMATION. 

-- IF YOU HAVE INFORMATION CONCERNING THESE DETAINEES, 
AND ESPECIALLY INFORMATION CONCERNING ANY CRIMINAL 
CONDUCT (INCLUDING VIOLATIONS OF THE LAWS OF WAR) THAT 
THEY ARE ALLEGED TO HAVE COMMITTED, WE WOULD APPRECIATE 
RECEIVING THAT INFORMATION THROUGH THE LAW ENFORCEMENT 
LIAISON AT OUR EMBASSY. 

-- WE WOULD HOPE THAT YOU WOULD INVESTIGATE THE 
SECRET 

PAGE 05 	STATE 	153053 141710Z 
ACTIVITIES OF YOUR NATIONALS, WHO HAVE AIDED AL-QAIDA 
TERRORISTS OR COMMITTED OTHER CRIMES, AND TO THE GREATEST 
EXTENT POSSIBLE, BE ABLE TO PROSECUTE THEM VIGOROUSLY FOR 
THEIR CRIMINAL CONDUCT. 

-- DO YOU HAVE ANY INFORMATION FROM YOUR OWN SOURCES THAT 
CONNECTS THESE PERSONS WITH AL-QAIDA OR THE TALIBAN? 

-- ARE THERE ANY CHARGES PENDING AGAINST THESE PERSONS IN 
YOUR COUNTRY? IF SO, WHAT ARE THOSE CHARGES? 
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-- WOULD THESE PERSONS BE SUBJECT TO PROSECUTION IN YOUR 
,COUNTRY, AND IF SO, FOR WHAT CRIMES? FOR CRIMES 
COMMITTED INSIDE YOUR COUNTRY? FOR CRIMES COMMITTED 
OUTSIDE, INCLUDING FOR ACTS RELATED TO THE AFGHAN 
CONFLICT OR TERRORIST ACTS? 

-- WHAT TYPES OF PUNISHMENTS ARE AVAILABLE UNDER YOUR LAW 
FOR OFFENSES THAT HAVE BEEN OR MIGHT BE BROUGHT AGAINST 
THESE PERSONS IN YOUR COUNTRY? 

-- WOULD YOUR GOVERNMENT BE PREPARED TO DETAIN THESE 
INDIVIDUALS ON THE BASIS OF THEIR STATUS AS ENEMY 
COMBATANTS, AND TO HOLD THEM UNTIL THE ENDOF HOSTILITIES 
UNDER THE LAWS OF WAR OR OTHER LEGAL BASIS? 

5. (U) REF B PROVIDES DETAILED GUIDANCE REGARDING 
REQUESTS FOR ACCESS TO DETAINEES IN GUANTANAMO. 
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Bl, B6, B7(C) 

7. (C) BACKGROUND FOR POSTS 

 

(C) THE MOST PRESSING MATTER AT HAND IS ENSURING THAT 
THOSE WHO POSE OR MIGHT POSE A CONTINUING THREAT TO THE 
UNITED STATES REMAIN SECURELY DETAINED. CURRENTLY WE ARE 
HOLDING APPROXIMATELYI 	 I AND 
AT GUANTANAMO BAY. AS PRESENTLY ENVISIONED, DETENTIONS 
AND PROSECUTIONS OF AL-QAIDA AND NOTABLE TALIBAN MEMBERS 
COULD BE UNDERTAKEN BY ANY NUMBER OF PARTIES,  

I WE WILL WANT TO MAINTAIN OUR FLEXIBILITY OF 
ACTION IN ALL SCENARIOS. 

(C) WE WILL MAKE DETERMINATIONS AT A LATER DATE 
CONCERNING DETAINEES WHO MAY BE SUBJECT TO U.S. 
PROSECUTION., WE WILL ALSO EXAMINE THE POSSIBILITY OF 
OTHER STATES UNDERTAKING PROSECUTIONS. 

8. (U) PLEASE SLUG RESPONSES FOR S/WCI, L, 
DOD/OGC:DAVIDSON, DOD/OSD/SOLIC:HOLLIS, AND NSC 
LEGAL:BELLINGER. 

9. (U) MINIMIZE CONSIDERED. 
POWELL UNQUOTE POWELL 

SECRET 

« END OF DOCUMENT » 
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INFO LOG-00 
CG-00 
WHA-00 
VC-00 
VCE-00 
OCS-03 
P-00 
TEST-00 
PRM-00 

NP-00 	AID-00 	AMAD-00 A-00 	CA-01 	CCO-00 
CIAE-00 COME-00 CTME-00 DODE-00 DOEE-00 DOTE-00 
SRPP-00 DS-00 	EB-00 	FAAE-00 FBIE-00 UTED-00 
H-01 	TEDE-00 INR-00 	INSE-00 10-00 	L-00 
M-00 	AC-01 	NEA-00 	NRCE-00 NSAE-00 NSCE-00 
OIC-02 .OPIC-01 PA-00 	PM-00 	PRS-00 	ACE-00 
SCT-00 	SP-00 	IRM-00 	SSO-00 	SS-00 	STR-00 
TRSE-00 USIE-00 USSS-O0 ASDS-01 PMB-00 	DSCC-00 
DRL-02 	G-00 	SAS-00 	SWCI-00 	/012R 

192553 
SOURCE: 	KODAKA.002127 
DRAFTED BY: SA/PAB:JMCNAUGHT:JMC -- 10/01/02 647-1113 
APPROVED BY: SA:DJOHNSON 
S/P:NJOECK P:AKESHAP 	D:KBUE 	PM:GSUCHAN 
WHA:KWHITTAKER 	SA/PAB:GFEIERSTEIN 	S/CT:WBURKS 
	 F0161A 020705Z /38 

P 020659Z OCT 02 
FM SECSTATE WASHDC 
TO AMEMBASSY KABUL PRIORITY 
INFO AMEMBASSY ISLAMABAD PRIORITY 
AMCONSUL PESHAWAR PRIORITY 
AMCONSUL KARACHI PRIORITY 
AMCONSUL LAHORE PRIORITY 

UNCLAS STATE 192553 

E.O. 12958: N/A 
UNCLASSIFIED 

PAGE 02 	STATE 192553 0207042 
TAGS: PTER, PHUM, AF 
SUBJECT: FAMILY CONTACT WITH DETAINEES AT GTMO 

REF: MARCHESE-MCNAUGHT EMAIL 9/19/02 

1. SUMMARY: THIS CABLE PROVIDES POST WITH FORMAL GUIDANCE 
ON THE HANDLING OF INQUIRIES OF AFGHAN DETAINEES BY FAMILY 
MEMBERS. THIS GUIDANCE HAS BEEN APPROVED BY BOTH THE 
DEPARTMENT OF STATE AND DEPARTMENT OF DEFENSE. THE 
DEPARTMENT IS AWARE THAT POST HAS BEEN FOLLOWING THESE 
GUIDELINES IN ANSWERING SUCH INQUIRIES, AND PROVIDES THIS 

Current Class: UNCLASSIFIED 
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INFORMATION AS A FORMAL CONSOLIDATION FOR POST'S USE, 

2.THE FOLLOWING GUIDANCE IS PROVIDED FOR HANDLING QUERIES 
ABOUT CONTACT OR COMMUNICATION THAT FAMILY MEMBERS OF 
DETAINEES IN US DOD CONTROL MAY HAVE WITH DETAINEES IN 
AFGHANISTAN OR AT GUANTANAMO. 

3. THE INTERNATIONAL COMMITTEE OF THE RED CROSS (ICRC), 
WHICH HAS ACCESS TO DETAINEES AT BOTH LOCATIONS, PROVIDES 

INFORMATION ON THE HEALTH AND WELL BEING OF DETAINEES TO 
LOCAL ICRC OFFICES, WHICH INFORM FAMILIES. 

4. ICRC ACCESS IS CONSISTENT WITH THE PRINCIPLES OF THE 
THIRD GENEVA CONVENTION, WHICH RECOGNIZES THE SPECIAL ROLE 
OF THE ICRC FOR PURPOSES OF ENSURING HUMANE TREATMENT AND 
MONITORING THE CONDITIONS OF THE DETAINEES. 

5. DETAINED PERSONS HAVE BEEN AND WILL CONTINUE TO BE 
TREATED HUMANELY. 

UNCLASSIFIED 

PAGE 03 STATE 	192553 020704Z 

5. FAMILY MEMBERS ARE NOT PERMITTED TO VISIT DETAINEES IN 
US DOD CONTROL IN AFGHANISTAN OR AT GUANTANAMO. 
RESTRICTING PUBLIC ACCESS TO DETAINEES IS CONSISTENT WITH 
LONGSTANDING US PRACTICE. 	. 

7. PER US DEPARTMENT OF DEFENSE POLICY, THE ICRC AND THE 
MILITARY TASK FORCE AT GUANTANAMO PROVIDE DETAINEES THE 
OPPORTUNITY AND MEANS TO SEND AND RECEIVE MAIL. NOT ALL 
DETAINEES ELECT TO SEND LETTERS HOME. 

8. THE ADDRESS FOR SENDING'MAIL TO DETAINEES AT GUANTANAMO 
IS: 

(DETAINEE NAME] 
B2 

9. MINIMIZE CONSIDERED. 
POWELL 

UNCLASSIFIED 

« END OF DOCUMENT 
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UNCLASSIFIED 
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Channel: n/a 

CONFIDENTIAL 	PT08175 

PAGE 01 	STATE 	236153 200954Z 
ORIGIN NODS-00 

INFO LOG-00 	CCOE-00 SAS-00 	/000R 

• 	
RELEASED IN PART 

DRAFTED BY:S/WCI:RMILLER 	 Bl, 1.4(D), B6, B7(C), B7(A),.B3, CIA APPROVED BY: S/WCI:PPROSPER 
DOD/OGC:EDAVIDSON, DOJ:MINCONTRO, L/PM:JDOROSIN,' B3 B6 
NSC/LEGAL:JSCHARFEN,  CIA/CTC:( 	IDOD/SOLICI 	I 
P:BBRINK,( 	 IS/CT:DSCOTT, S/ES-O:MSCHELAND - 
DESIRED DISTRIBUTION 	 B7(A), B74 

	 OB98E3 200954Z /20 
O 200113Z NOV 02 ZFF6 
FM SECSTATE WASHDC  
TO AMEMBASSYI 	IMMEDIATE 
INFO JOINT STAFF WASHDC IMMEDIATE 8281 
AMEMBASSY TUNIS IMMEDIATE 
USSOUTHCOM MIAMI FL IMMEDIATE 
USCENTCOM MACDILL AFB FL IMMEDIATE 

C O N F I D E N T I A L STATE 236153 

NODIS 	DECAPTIONED 
MILITARY ADDRESS PLEASE HANDLE AS SPECAT EXCLUSIVE 

B7(A), B7(C) 

E.O. 12958: DECL: 10/24/2012 
TAGS: PTER, KAWC, PINR,   
SUBJECT: DISPOSITION OF IAT GUANTANAMO BAY. 

B7(A), B7(C) 

B7(A), B7(C) 

    

CONFIDENTIAL 

PAGE 02 	STATE 	236153 200954Z 
REF: 	A) EMBASSY/POL FAX, 25 OCT 02 

CLASSIFIED BY S/WCI, AMBASSADOR PIERRE-RICHARD PROSPER FOR 
REASONS 1.5(B) AND (D) 

1. (U) THIS IS AN ACTION MESSAGE -- SEE PARAGRAPH 3. 

2. (C) REF A DESCRIBES THE LATEST COMMUNICATION FROMI 	 I  Bl, B6, B7(C) 
WIVES OF 	 NATIONALS DETAINED AT GUANTANAMO AND RELAYS A 
NUMBER OF INQUIRIES. PARAGRAPH 3 PROVIDES AN INTERAGENCY CLEARED 
RESPONSE THAT THE EMBASSY IS AUTHORIZED TO TRANSMIT BY LETTER 
ONLY TO THE WIVES AND IMMEDIATE FAMILY MEMBERS (MOTHER, FATHER, 
BROTHER, SISTER, SON, DAUGHTER) WHO HAVE REQUESTED IT. EMBASSY 
MAY ALSO SHARE THEIR RESPONSE WITH THE GOVERNMENT OF 

Current Class: CONFIDENTIAL 
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AS IT DEEMS APPROPRIATE. 

Page: 2 

Channel: n/a 

Bl, B7(A), B7(C) 

3. (SBU/REL) GUIDANCE FOR POST'S USE IN RESPONDING TO INQUIRIES 
FROM FAMILY MEMBERS: 

	  WORKING IN CLOSE  
COOPERATION WITH THE GOVERNMENT OF 	 1  TOOK 
CONTROL LAST JANUARY OF 	 (NATIONALS WHO POSED A 
THREAT TO US PERSONNEL AND FACILITIES  HERE, AS WELL AS TO THE 
PEOPLE OF 1 	 1  U.S. FORCES TRANSPORTED THE 
	 ION JANUARY 19 TO GUANTANAMO BAY. 

-- WE WILL NOT ADDRESS THE PARTICULAR CIRCUMSTANCES OF THE 
DETENTION OR THE ACTIVITIES THAT LED TO THE DETENTION OF ANY OF 
THE INDIVIDUALS AT GUANTANAMO. 

-- INDIVIDUALS DETAINED IN GUANTANAMO ARE ENEMY COMBATANTS 
CONFIDENTIAL 

PAGE 03 	STATE 236153 200954Z 
CAPTURED IN CONNECTION WITH AN ON-GOING ARMED CONFLICT AND 
RELATED ATTACKS AGAINST THE UNITED STATES, ITS CITIZENS AND 
CITIZENS OF NUMEROUS OTHER NATIONS. ENEMY COMBATANTS CONTINUE TO 
POSE A SERIOUS SECURITY THREAT TO UNITED STATES AND COALITION 
PARTNERS. OUR DETENTION OF ENEMY COMBATANTS IS LAWFUL AND 
NECESSARY FOR THE SAFETY OF OUR MILITARY FORCES AND THE 
PREVENTION OF FUTURE ATTACKS. ENEMY COMBATANTS MAY BE DETAINED 
AT LEAST UNTIL THE CESSATION OF THE CONFLICT. 

-- THE UNITED STATES IS TREATING THESE INDIVIDUALS HUMANELY 
AND, CONSISTENT WITH MILITARY NECESSITY, IN A MANNER CONSISTENT 
WITH THE PRINCIPLES OF THE THIRD GENEVA CONVENTION OF 1949. 
REPRESENTATIVES OF THE INTERNATIONAL COMMITTEE.OF THE RED CROSS 
MEET WITH DETAINEES UNDER US CONTROL ON A REGULAR BASIS. 

-- AS FOR COMMUNICATION WITH FAMILY MEMBERS, DETAINEES ARE 
ALLOWED TO CORRESPOND BY MAIL WITH FAMILY MEMBERS, SUBJECT TO 
SCREENING FOR SECURITY PURPOSES. NOT ALL DETAINEES HAVE BEEN 
SENT MAIL, AND NOT ALL ELECT TO WRITE LETTERS HOME. FOR 
OPERATIONAL.REASONS, THE USG CANNOT CONFIRM RECEIPT OF MAIL BY 
INDIVIDUAL DETAINEES OR THE EXTENT TO WHICH SPECIFIC PIECES OF 
MAIL HAVE BEEN RECEIVED BY A PARTICULAR DETAINEE. VISITS BY 
ATTORNEYS, FAMILY MEMBERS, AND MEMBERS OF INTERNATIONAL 
ORGANIZATIONS OR PUBLIC INTEREST GROUPS ARE NOT PERMITTED. 
POWELL 

CONFIDENTIAL 

« END OF DOCUMENT » 

B7(A), B7(C) 
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CONFIDENTIAL 	PTQ3779 

PAGE 01 	STATE 	236153 200115Z 
ORIGIN NODS-00 

INFO LOG-00 	CCOE-00 SAS-00 	/000R 

236153 
SOURCE: DISKETTE.024099 
DRAFTED BY: S/WCI:RMILLER -- 11/19/02 (202) 647-5093 
APPROVED BY: S/WCI:PPROSPER 
DOD/OGC:EDAVIDSON DOJ:MINCONTRO L/PM:JDOROSIN 
NSC/LEGAL:JSCHARFEN  CIA/CTC:I 	IDOD/SOLIC: 
P:BBRINK ( 	 IS/CT:DSCOTT 
S/ES-0:MSCHELAND 
DESIRED DISTRIBUTION: 
S/WCI, L, P, S/CT, 

OB7177 200116Z /38 
0 200113Z NOV 02 ZFF6 
FM SECSTATE WASHDC  
TO AMEMBASSY 	  MMEDIATE 
INFO JOINT STAFF WASHDC IMMEDIATE 8281 
AMEMBASSY TUNIS IMMEDIATE 
USSOUTHCOM MIAMI FL IMMEDIATE 
USCENTCOM MACDILL AFB FL IMMEDIATE 

C O N F I D E N T I A L STATE 236153 

NODIS 

MILITARY ADDRESS PLEASE HANDLE AS SPECAT EXCLUSIVE 

E.O. 12958: DECL: 10/24/2012 
CONFIDENTIAL 

PAGE 02 	STATE 	236153 200115Z 
TAGS: PTER, KAWC, PINR, 	  
SUBJECT: DISPOSITION OF 

REF: 	A) EMBASSY/POL FAX, 25 OCT 02 

Page: 3 

Channel: n/a 

B3 B6 

B7(A), B7(C) 

B7(A), B7(C) 

B7(A), B7(C) 

IAT GUANTANAMO BAY. 

CLASSIFIED BY S/WCI, AMBASSADOR PIERRE-RICHARD PROSPER FOR 
REASONS 1.5(B) AND (D) 

1. (U) THIS IS AN ACTION MESSAGE -- SEE PARAGRAPH 3. 

2. (C) REF A DESCRIBES THE LATEST COMMUNICATION FROM 

Current Class: CONFIDENTIAL 

  

  

 

B I, B7(A), B7(C) 
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NUMBER OF INQUIRIES. 	
DETAINED AT GUANTANAMO AND RELAYS A 

S. PARAGRAPH 3 PROVIDES AN INTERAGENCY CLEARED 
WIVES OF(  

RESPONSE THAT THE EMBASSY IS AUTHORIZED TO TRANSMIT BY LETTER 	B1,B7(A),B7(C) 
ONLY TO THE WIVES AND IMMEDIATE FAMILY MEMBERS (MOTHER, FATHER, 
BROTHER, SISTER, SON, DAUGHTER) WHO HAVE REQUESTED IT. EMBASSY 
MAY ALSO SHARE THEIR RESPONSE WITH THE GOVERNMENT OF 

AS IT DEEMS APPROPRIATE. 

3. (SBU/REL) GUIDANCE FOR POST'S USE IN RESPONDING TO INQUIRIES 
FROM FAMILY MEMBERS: 

I 	 

B7(A), B7(C) WORKING 	IN CLOSE 
COOPERATION WITH THE GOVERNMENT OF1 	 'TOOK  
CONTROL LAST JANUARY OF' 	 'NATIONALS WHO POSED A 
THREAT TO US PERSONNEL AND FACILITIES  HERE, AS WELL AS TO THE 
PEOPLE OFI 	 U.S. FORCES TRANSPORTED THE 

ION 	JANUARY 19 TO GUANTANAMO BAY. 

-- WE WILL NOT ADDRESS THE PARTICULAR CIRCUMSTANCES OF THE 
DETENTION OR THE ACTIVITIES THAT LED TO THE DETENTION OF ANY OF 

CONFIDENTIAL 

PAGE 03 	STATE 	236153 200115Z 
THE INDIVIDUALS AT GUANTANAMO. 

-- INDIVIDUALS DETAINED IN GUANTANAMO ARE ENEMY COMBATANTS 
CAPTURED IN CONNECTION WITH AN ON-GOING ARMED CONFLICT AND 
RELATED ATTACKS AGAINST THE UNITED STATES, ITS CITIZENS AND 
CITIZENS OF NUMEROUS OTHER NATIONS. ENEMY COMBATANTS CONTINUE TO 
POSE A SERIOUS SECURITY THREAT TO UNITED STATES AND COALITION 
PARTNERS. OUR DETENTION OF ENEMY COMBATANTS IS LAWFUL AND 
NECESSARY FOR THE SAFETY OF OUR MILITARY FORCES AND THE 
PREVENTION OF FUTURE ATTACKS. ENEMY COMBATANTS MAY BE DETAINED 
AT LEAST UNTIL THE CESSATION OF THE CONFLICT. 

-- THE UNITED STATES IS TREATING THESE INDIVIDUALS HUMANELY 
AND, CONSISTENT WITH MILITARY NECESSITY, IN A MANNER CONSISTENT 
WITH THE PRINCIPLES OF THE THIRD GENEVA CONVENTION OF 1949. 
REPRESENTATIVES OF THE INTERNATIONAL COMMITTEE OF THE RED CROSS 
MEET WITH DETAINEES UNDER US CONTROL ON A REGULAR BASIS. 

-- AS FOR COMMUNICATION WITH FAMILY MEMBERS, DETAINEES ARE 
ALLOWED TO CORRESPOND BY MAIL WITH FAMILY MEMBERS, SUBJECT TO 
SCREENING FOR SECURITY PURPOSES. NOT ALL DETAINEES HAVE BEEN 
SENT MAIL, AND NOT ALL ELECT TO WRITE LETTERS HOME. FOR 
OPERATIONAL REASONS, THE USG CANNOT CONFIRM RECEIPT OF MAIL BY 
INDIVIDUAL DETAINEES OR THE EXTENT TO WHICH SPECIFIC PIECES OF 
MAIL HAVE BEEN RECEIVED BY A PARTICULAR DETAINEE. VISITS BY 
ATTORNEYS, FAMILY MEMBERS, AND MEMBERS OF INTERNATIONAL 
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ORGANIZATIONS OR PUBLIC INTEREST GROUPS ARE NOT PERMITTED. 
POWELL 

CONFIDENTIAL 

« END OF DOCUMENT >› 
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